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“Power In the digital age Is about making things easy”

[ Bill Gates ]



COGNITIVE CAPITALISM

Wealth is no longer produced exclusively by material goods but through
Intangible actions such as human communication, experience and

cognition. Thus, most of our life transactions are being quantified and
commodified.




SOCIAL ENGINEERING

“The efforts undertaken by governments, media or other private groups to
Influence popular opinion and attitudes. What this means is that social
engineering is a powerful apparatus for enforcing ideology, guaranteeing
the elite’s dominance over the functioning of the whole economical system.

Simply put, social engineering is an instrument at the service of economical
reproduction.”



“If we understand the mechanisms and motive
- of the group mind, it is now possible to control
~and regiment the masses according to our will
 without them knowing it.”

| [Edward Bernays ]
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https://www.youtube.com/watch?v=eJ3RzGoQC4s



PSYOPS

A strategy used in military and government intelligence networks aimed at
influencing the emotions, motives, objective reasoning, and ultimately the
behavior of governments, organizations, groups, and individuals.

https://en.wikipedia.org/wiki/Psychological_warfare



level. Integrating combat cameramen into their
operations, they demonstrate experienced use
of cameras and listening devices. While a more
experienced military observer would notice crude
tactics and skill demonstrated (firing wildly, poor
weapons maintenance, and small unit tactics) on
the part of the armed insurgents, these are not read-
ily apparent to the target market, which has been
termed the ‘Jihad Market.” Money and recruits
from within Iraq and abroad follow performance
and success, and here it is apparent that success in
the information campaign is much more important
than real tactical combat success.”

Since the beginning of the occupation in Iraq,
the United States has attempted to run its own
10 campaign using traditional media (flyers and
U.S.-funded television and radio networks). Unfor-
tunately, the NPR report also illustrated the breadth
of mistrust Iragis have for traditional media outlets:
“Because the truth has been denied to Iraqis for
so long, they are now searching the internet for
truth. A taxi driver stated that he stays away from
[“news”] websites that are sponsored by foreign
governments, the news media, or insurgent groups.
He states that it is simply ‘hard to find [a] reliable

lcnntmctmg w1ﬂ1 US. cumpamas, b}' cn—nptmg the
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source of news.
With such skepticism running rampant in the
Middle East, a large window of opportunity is open
for a powerful marketing campaign using alterna-
tive media. It could have a tremendous effect.
Understanding marketing is critical to under-
standing the strengths and limitations of U.S. Army
information operations. More important, the art and
success. nf ID as a mm'icetmg ,-;_l:

best local national counterparts, or by providing
marketing training for military IO practitioners.

While information operations have parallels to
the business-world practices of marketing, pro-
motion, and sales, the military has much more at
stake than quarterly earnings. The 10 mission 1s so
crucial and complex it deserves the most skilled
marketers the United States has to offer. Selling the
United States in current and future deployments 1s
of paramount importance. Without proper planning
and resourcing of the 10 mission, much effort, and
many lives, will be wasted on diminished suc-
cesses, or even failures. MR

NOTES

1. FM 3-0, Operations (\Washington, DC: U.5. Government Printing Office
[GPO], 14 Juna 2007), chap. 11. sec. 1.

2 |bid., chap. 11, sec. 48,

3. A recent work on PSYOR in the Pacific Theater is Alison Gimore's You
Can'l Fight Tanks With Bayoneliz: Psychological Warfare Againgt the Japaness
Army i the Southweast Pacific (Lincoln: University of Mebraska Press, 10948); Allan
M. Winkler discusses American use of propaganda at the sirategic laval in The
Palifics of Propeganda: The Office of War Information, 1842-1045 (Maw Haven:
Yale University Press, 1978)

“Marketing: An Overlooked Aspect of Information Operations”
Captain Stoney Trent, U.S. Army, and Captain James L. Doty Ill, U.S. Army

MeGraw-Hill fraon, 2004, 7.

11. Morman Emary, “Information Operations in Irag,” Willfary Rewew [(Saptam-
ber-October 2004), 11-14. Emery refars (o an “Insurgent Payoff Function® that
providas a8 simplified redationship batwean the cost and value of supporling &
particular course of action. While oversimplifying tha nonlinear interactions of the
fwo, it does attempl to Bustrate tha need fo avaluate, and thus communicate, the
utly of supportng U5, oparations among the population.

12, Tarry Pawl, Promational Shrategy, class and leciure notes, The Chio State
Universily, Summer 2004,



“PsyOp use the principles of
marketing. The concepts for
building PsyOp themes are
the same as commercial
advertising. PsyOp
personnel use themes the
same way marketers use
advertising.”

http://www.newworldwar.org/psyop.htm
https://publicintelligence.net/restricted-u-s-army-psyops-manual/

Corporate

PSYOP

Investors, Management,

NCA, Combat Commander,

l ¥
SAkeolders | Customers DOS, 0GA
Objective Market Share. Profit. Natlonal Strategy, Military Strategy.
Strategy Corporate GrowthSurvival | Information Strategy
Consumer-hased, Target Andience based,
Marketing Compefitor-Based, Enemy-based,
Strategy Product Based Military-hased
Consumer, Industrial, Security, Democracy,
Product Business, Services National Objectives
Price Cost-hased, Demand-based Freedom-based, Security-based,
Competition-based Cultural-based
Promotion | Advertising, Public Relations. | Info Campaign, Public ATairs,
FPersonal Sdling Military Interaction
Distribution | Push. Pull Military Info Channels, Indigenous,

Third Party

https://www.goarmy.com/careers-and-jobs/browse-career-and-job-categories/intelligence-and-combat-support/psychological-operations-specialist.html/
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The ARPANET in December 1969

https://www.vox.com/a/internet-maps
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Large-scale collection
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people, often without
their knowledge

TELECOM, DEVICE, AND Google

SERVICE PROVIDERS
Samsung Wearables Smart

loT Connected Home
Car

Alibaba

DIGITAL TRACKING AND
PROFILING LANDSCAPE

Facebook

Amazon LARGE
Apple PLATFORMS %%
Tencent
Softbank

Verizon
AOL, Yahoo

In recent years, TELCO/MEDIA
most industries Comcast
have joined today's NBC Universal

: AT&T
pervasive personal TimeWarner : ggps Networks Turn

data ecosystems
Rocket
Fuel  ADVERTISING psps

Personalization HELUNULEGY DMPs Microsoft
Shi Managed
MailChimp .. Adobe OpenX Lotiine Managec .
; Predictive Services Deloitte s

Online A
Call Center Marketing ertrsf-f_ﬂ'ﬂce Oracle . ..
raceing CRINSEY Accenture - s
Credit Card Services
Brokers  Eintech

Microsoft
Maspers

Nielsen Neustar

Publishers
vlden Websites aapes CHSLEn MDM  BusINESS IT
: : MANAGEMENT CaM = C Companies
fpps : Music 00 ii DATA _ Auth gag Health & Insurance ;
ALy INTEGRATION Analytics
Walt HEDlh AND Grupo Programs Salesforce ooy IBM  Fico Analytic FINANCIAL SERVICES
Disney PUBLISHING Giobo FETLLEEE MATCHING SR Palantir ) o

Merkle Acxiom ™ Ve ri%g :;t I";: n  Fraud : Collection Lenders Banks &

Detection ~ Agencies Leasing Insurers

Data .ﬂ.]:rpf:‘ﬁd.
Investigations

CBS  Bertelsmann  News
. Corp ID Analytics
LA Asahi Segmentation e 'FT‘:;S H Cyber
. Database = giematiCs can r't
Shimbun e Agencies Experian Data Security
TransUnion RISK Credit
MARKETING Equifax Scoring
DATA Direct Tenant DAT&

Companies in many sectors List
- . k
ERTE] Marketing screening

seamlessly gather, analyze,
share, trade, and utilize Lead
Generation Chec -
g ‘Science
Utilities Advocacy

WPP
LexisMexis

Politics

Online Shops
Education

data on billions
Retail Brdcery) Pharmacies | % Energy
St D SErTe PUBLIC SECTOR AND
' KEY SOCIETAL DOMAINS
Law  Welfare Housing

—_— Automotive Mail
r :
ands .H,:;r: F:;:; I?w Order .:‘ SGGVEHHMEHT Enforcement o I T
\‘ URM‘EILLAHCE”‘ Healthcare
& Cragcked Labs CC BY-SA 40

“‘!—....,—I"
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C GENERATE DATA // PHONE, BROWSER, WEARABLES...

C COLLEGT DATA // ONLINE TRACKING

C SURT DATA /7 DATA MINING

C RATE & CATEGORIZE DATA (SOGIAL SORTING) // BIG FIVE

C PREDICT FUTURE BERAVIOUR // PREDICTIVE ANALYTICS
SUCIAL ENGINEERING /#/ ALGORITHMIC GOVERNANCE

C' PATTERN DATASET // AITRAINING



ONLINE TRACKING

The process of collecting data, anonymously, of the identity,
preferences, interests, and so on... of a user. This mechanism is widely
used by companies called "Data Brokers”. This information is being
obtained through cookies and other technologies.



LATE 19TH CENTURY // STATISTICAL INDIVIDUALS
Life Insurance companies started to predict people’s lives and relative risk of death,
to quantify, sort and to rate them.

1981 /| LOYALTY PROGRAMS
American Airlines introduced AAdvantage program in 1981. Companies not just
had “customer’s names and addresses”, but also “began to collect detailed personal

and purchasing information”.

1994 || COOKIES
Surfing the net went from being a relatively anonymous activity, to become a place
where “records of one's transactions, movements and even desires could be stored,

sorted, mined and sold”.



DATA BROKERS

Companies that anonymously collect public and private information about
the user. This information may include IP addresses, credit card numbres,
google searches, shopping history, browsing habits and so on. These
companies use this data to create individual profiles of a user and sell them

to other companies.



BROWSER & WEBSITES /# FINGERPRINT, COOKIES, USAGE PATTERNS
WEB SEARCHES // SEARCH QUERIES

SMARTPHONE // APP USAGE, CALL & SMS LOGS, BLUETOOTH, WIFI, GPS
MOUSE /7 USAGE PATTERNS

KEYBOARD /7 TYPING RYTHM PATTERNS

WEARABLES // HABITS

INTERNET OF THINGS /# HABITS

PUBLIC INSTITUTIONS // PUBLIC RECORDS

https://cignifi.com/

https://personality-insights-demo.ng.bluemix.net/



ACXIOM | HTTP://WWW.ACXIOM.COM/

ANSIRA | HTTP://WWW.ANSIRA.COM/

WUNDERMAN | HTTP://WUNDERMAN.CON:

EPSILON | HTTP://WWW.EPSILON.COM/

EXPERIAN | HTTPS://WWW.EXPERIAN.COM/

MERKLE [ HTTP://WWW.MERKLEINC.COM

RAPP | HTTP.//WWW.RAPP.COM

PRECISION DIALOGUE [ HTTP:/WWW.PRECISIONDIALOGUE.COM

HARTE HANKS | HTTP://WWW.HARTEHANKS.CONS

YES LIFECYCLE MARKETING | HTTP://WWW.YESLIFECYCLEMARKETING.COM

ACXIOM /7 700 MILIONS USERS 1270 GROUPS (SEGMENTS):

SHOOTING STAR 36 to 45 years, wake up early and make footing, no children but married, they travel and like Seinfield
WASTE little or none economic value

https://addons.mozilla.org/ca/firefox/addon/lightbeam/



H 0 w c 0 M PA N l E s Corporate consumer identifiers,
globally unigue and ideal for

lDEHTIFY PEDPLE _ A ' v : linking all kinds of profile data.

to link profile information ] \

from various sources

and monitor individuals
throughout the day

Email addresses and phone
numbers are among the
most important identifiers
used to recognize people.
They are often converted
Into pseudonyms such as
“e907c95ef289bxw2345",
which can stlll serve as
personal ID numbers.

Postal addresses have
long been used as

key nodes for linking
consumer data.

MNAME
GEMNDER ' R on the large

BIRTHDATE 7 Vs _— platforms play an
Companies often promise [ sociaL \ ¢ = - essential rol
to remove names from the - securiTy | [crebitcarp | | . Many ot ar |Ds
collected data. \ NUMBER \ NumMBER
‘However, names are bad identifiers . al
anyway, at least without further info.

= Cracked Labs CC BY-54 4.0

http://crackedlabs.org/en/corporate-surveillance/#7
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PERSONICK LIFESTAGE ANALYSIS
Market:

PERSONICK LIFESTAGE SEGMENTS

DT1 Markats

Total HHLD=

%% of Market

Active

For e

Mewe

% of Actives

HH Penetration

Active Index

Annual Retention

205 - Active Elders L 129,850 | 28,614 7,905 93,331 22.0% 22.0% mgﬁ 55,7
215 - Loisure Buffs B 92,716 6.2% B 20,145 5, 844 66,727 21.7% 21.7% 79.2 I 7251 45.4%
18M - Mature Rustics B 30832 2.0% E 641 1,743 22,660 20.9% 20.9% 1724 B 24,203 49.8%
19M - Golden Years B 112340 7.5% B 2,314 6,621 24,345 19.0% 19.0% 156.5 B oi0c 43.4%
15M - Mature Wealth B =8 745 5.9% B 15,265 5,091 68,389 17.2% 17.2% . : B 73Jas0 ALT%
16M - Aging Upscale B 76.156 5.1% B 11,394 4,500 60,272 15.0% 15.0% 123.4 64,772 35.9%
118 - Fortune & Families | R EY 11.5% B 11,051 140,530 12.3% 12.3% 101.2 & 151,581 37.8%
138 - True Blues B | 43,354 2.9% 465 2,770 35,929 10.7% 10.7% 885 B 38699 41.2%
03X - Transition Time F 23999 1.6% £ 2349 1,531 20,119 9_8% 9.8% 80.7 § 21,650 30.9%
148 - Our Turn B 67,517 4.5% F | 6610 4,010 56,897 9.8% 9.8% 80.7 B 60,507 31.3%
128 - Flush Families i | 9. 6% B 13757 9,608 121,812 9.5% 9,.5% 78.1 31,420 | 34.5%
17M - Modest Means B /so:e 5.2% B | 7,243 4,642 66,153 9.3% 9.3% 76.5 B 70,795 26.1%
08X - Jumba Families TR 5.8% E | 5,087 5,292 74,459 £.0% B.0% 65.7 B 80,751 36.3%
098 - Middling Singles F 12,736 0.29% | 836 17 11,233 6.5% 6.5% 53,9 B 11,950 26.4%
108 - Mixed Middlers B 55623 3.7% bl 3639 3,445 48,539 B.5% 6.5% 54,0 B 51,934 27.7%
07X - Cash & Careers | RN 5.1% El 4313 4,483 68,736 5. 6% 5. 5% 45.9 E 7210 79.3%
02Y - Taking Hold B 52514 3.5% B 26574 3,202 46,638 5.1% 5.1% 42.0 B ko840 26.6%
05X - Family Focused E | 44,901 3.0% i 2,245 2,989 39,667 5.0% 5.0% 41.2 & 42,656 27.2%
04X - Flying Sol F 39399 2. 7% EREE 2,325 36,534 2.8% 2.8% 23.4 B | 38,859 17.2%
DBX - Mixed Singles I 14618 1.0% 411 696 13,511 2.8% 2.8% 23.2 & 14,207 13.0%
1Y - BeEinnmEi Eﬁl 573 4.0% | 1544 3,482 54,947 _ 2.6% 2.6% 21.2 E:flﬂ 15.0%
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RENC_RegID State 20120bamaVoter_ DRA_12_16 201 2RomneyVoter_ DRA_12 16 2016ClintonVoter_DRA_12_16 2016TrumpVoter DRA_12 16 AmericaFirstForeignPolicy_agree_DRA_ ...
341F-4846-9310-B219917E9098} AK 0.063016 N 0571314 ™ 0.053027 ® 0551194 ™ 0.602687 b
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BDED-463D-0003-FFFB4A692794} | AK 0.055057 N 0.306223 0.04669 0724174 % 0.479264 b |
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S85E-4CBD-89C6-3A85CT41EFET} | AK 0310231 % 0.17945 '0.277853 % 0265422 044208 *
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427A-41D3-BEF2-6F474CFFB1C2Y | AK 0.373483 % 0.116216 % 0.366706 * 0.186676 ¥ 0.45696 *
2786-4104-ABAS-275270AB52F8} | AK 0.263161 ™ 0.139509 0241241 “0.130059 0343729 b
49BC-450B-8D71-87362EB1DC2A} | AK 0.199837 ¥ 0233243 0.190505 % 0.437843 ™ 0.498198 hi
'5313-4E8A-B577-331077BEAS25} I AK 0.279332 N0.171205 0254123 “0.246822 031401 s
JFCE-4A7A-B13C-FTOB3AASAFIT}  AK 0.064343 ¥ 0493935 *1.059796 *0.516545 *1.495759 b
D16A-41D2-958C-F5C5F0BO0187} | AK 0.084932 % 0.435015 % 0.030543 % 0.545057 0358451 b
F460-4256-A5B5-EOACTI0B0CHE: AK 0.110371 ¥ 0.254286 *0.121428 ¥ 0.343682 * 0.450141 *
FAJ6-4F4E-ABAA-BF3AADBEZOES} | AK 0.481394  0.082207 ™ 0.469467 “0.140254 0.336325
-8337-4394-B6D3-20E57DAASER} | AK 0.80217 % 0.06407 % 0.632983 ™ 0.088118 *0.273626 .
68F7-41D8-BCC7-79E63D4DTEAS} | AK 0.053448 N 0.769965 “0.050236 0.65751 ™ 0.5501 b
1931-446B-BOSF-4552FAGCOFEA} | AK 0.091747 “0.357848 *0.101971 % 0.509767 0.420752 i
2908-4047-32BE-5D9CTB24FADE} | AK 0.178756 0266763 ™ 0.155973 0.312251 035878 "
5075-4035-B188-24082441F6BC) | AK 0.075435 % 0.635886 % 0.073048 ¥ 0.674178 % 0.475957 .
DEES-4CEA-8D4D-B23A222C4ABEY | AK 0.23698 ¥ 0.234954 “0.200402 % 0.293296 ¥ 0.414051 %
1559-42DA-8F78-ECI6EBAI4AF4} AK 0.057559 ¥ 073754 ¥ 0.05013 ¥ 0.605205 *n.403702 s
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https://lwww.upguard.com/breaches/the-rnc-files



(02 » dra-dw » dra-dw.s3.amazonaws.com » audiences

E(C:] » dra-dw » dra-dw.s3.amazonaws.com » audiences » exxon_mobile » raw

in library - Share with - Burn MNew folder
Mame Date modified
exxon_mobile 6/12/2017 10:18 PM
tp_audiences 2017-01-13 6,/13/2017 1:04 AM
tp_audiences 2017-01-25 6/13/2017 3:46 AM
. tp_audiences_2017-02-02 6/13,/2017 5:07 AM
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Alteryx Designer x84 - national_exxon_score_file.yxdb

(9] 5 | 182,746,897 records displayed, 19 fields, , 25 GB |

Type

File foldes
File folder
File folder
File folde

File folder

Share with - Burn Mew folder
-~
Mame Date modified Type Size
B audiences.yxdb 3/6/2017 1:57 PM Alteryx Database 11 973 760 ...

3/6/2017 2:06 PM

25941 482 ..,

20,440 KB
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DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS

Examples of data on consumers provided by Acxiom and Oracle

The actual number Socioeconomic status

n of purchases made
o with a Visa credit Economic stability
456 years of historical card Inthe last 24
data on name changes b One of nearly 200 “ethnic codes”
and residential history
Assimilation score
Age Cathaolic
D tidey Religion < Jewish
Education e Muslim
Employment
Arthritis
@ Palitical views Health = Cardiac health
Relationship status interests Lianatio
Disabnled

Numberof children

Alcohol & tobaceo interests

Purchases Casino gaming & lottery interasts
Aotivities
Media usane L 4 5 a heavy Facebook user
Lo ot «is a social influencer
Loans that 4 i5 socially influenced
i SOomadna:
Met worth

Vehicles owned
Froperties owned

« has no formalbanking
relationships

4 has no major

& Cragked Laks CC BY-54 40, April/May 2011, Disciasman the mentioned companies bypically keep information about thesr activiiies seorel. This

cannal accept any lisbiity in thea

medical insurance

likalihood sameona in a

person’s household is: Details about someone’s home,

Details about banking
Q’md mairance polichds inciuding the number of bedrooms

Range of new

: multi-famil
credit granted planningto  planningte  filing taxes.  Type of home , ¥
have ababy adoptachild in April mohile home
v v ¥ prisan
daEEEETT - >

Acxiom provides of up 3,000 attributes and scores

on 700 million people in the US, Europe, and other regions.

-as2 of eventual errors, Sowces: Acwom annual reports. davaloper website (AP docs), Oracks press rofease, |
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Age
Gender
Education
Occupation

Number and age
of children

Income
Debt
Met worth

Hobbies
Interests

’ Purchases
Credit card holders
by brand and typa

Expecting parents
New parents

ﬂ‘ Mew movers

purchased

Nabisco Triscuif crackers
Starbucks coffee

Bayer pain relief products
Frozen ethnic foods

interested in

interested in
political issues

such as .

student loans

martgages
refinancing

gay & leshian movies

air force
army
navy
marines

lottery & sweepstakes

ecology
healthcare
homeland security
immigration

taxes

schoaols and financial aid
flights, hotels, car rentals

allergy relievers

stomach [ssues
hearing assistance

searched for <

heart failure

Buying power

[-llll|
& ik

Maderate

A

Very Low Very high

medical facilitiss
military base names

abortion, legalizing drugs
ar gay marriage

protests strikes, boycotts
or riots

Oracle sorts people into thousands of categories

and provides > 30,000 attributes on 2 billion consumer profiles
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Clients

Telecom Banks Insurers
Government  Heoalthcare
Credit Card Issuers
Retallers

Acxiom manages 15.000
customer databases with

.l.l“llllhn customer records.
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" Facebook

Twitter

Acxiom provides data to
online platforms to help
them better track or

Acxiom provides data,
categorize their usors,

markoting, identity.
and risk sarvices,

Identity

linking services
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\ ; Health data
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Find and target
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Measure how

Personalize
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Profile and sort
conteant & offers

customers
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ORACLE

One of the world's largest
IT campanies

Visa
provides "audience
data” for profiling. based
on 16 billion credit card
payments inthe US

MasterCard
provides data based
on payments from card-
holders that can be
“associated with cookie
populations”

Acxiom

i-Behavior
Has purchase and psycho-
graphic data on 339 million
people from 5,820 data
providers in the US,
Canada, UK, France, .
and Brazil Experian
Has data on 700 million
people in America, Europe

CROSSWISE

identifies individuals

across billions of PCs,

phones, tablets, and
Tvs

ADDTHIS

tracks $00 million
users across 15 million
websites as well as
1 billion mobile
users

BLUEKAI

Data management
platform and data
marketplace

DATALOGIX

collects purchase data

from 1,500 large
ratailars

social Data
Oracle analyzas
700 million massages
from social media
and blogs daily

Clients can combine their own
customer data with profile data
from Oracle and its partners,
and then share and utilize it in

- mMany Wiays
B S

Has up to 3,000 data
elaments about 700
millian people, including

and Asia, including
financial information
and purchase data

from the US, UK, and
Germany

Listed asz data
providers in Oracle’s

TransUnion
Has data on 1 billion people
in America, Africa, and
Asia from 90,000 sources,
including financial
institutions

“data directory”

Lotame

Caollects profile data
about website visitors and
mobile app users linked
to 3 billion cookies and
1 billion device IDs

FACEBOOK

> to help the platform better
sort and categorize its users

» tolet Facebook track what its
users are purchasing in stores

> Oracle also sends its chents
customer data to Facebook to

PlacelQ
Collects location data,
movement patterns, and
activity profiles from
100 million mobile
devices

Proxama
Detailed location data
collected using Bluetooth
beacans placed across

VisualDNA
Psychographic profiles
about 500 million users in
: the US, UK, Germany, Russia,
i ol i e

5 » based on online

asure find and target thoem on the cinemas
Measure how Sell data g quizzes

Profile and sort Find and target Personalize
people behave platform

customers people content & offers

© Cracksd Laka CC 8Y-SA 4,0, Apnil/May 2007 Diselaimer: the mentioned companies byplealty beep information sbaut thesr aotoities secret. This dlustration s based on plbticly availabie information. mainly the compandes’ ewn statemants. Every effort has bean made to accurately interpret and repre-
sant the companies’ activitiss. bul we cannat agoepl any liakility in the case of evenbual erors. Sources: Oracle website, press reléases. data direstory, brochures: presentabons. MasterCand website, Acwiom annual report. Transbinéon annual repart. Lotame website, VisualliA broohare. Facebook walbs:-
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Facebook has profiles on
Google has profiles on
Apple has profiles on

1.9 billion

1.2 billion
600 million
2 billion
1+ billion
1+ billion

1 billion

Large Online Platforms

Facebook users

Whatsapp users
Instagram users
Android users
Gmail users
YouTube users

i08 users

Credit Reporting Agencies

Experian has credit data on
marketing data on
Hinsights” on

Equifax has data on

TransUnion has data on

018 million

700 million
2.3 billion
820 million
1 billion

1 hillion

people

people
people
people
devices
people

Consumer Data Brokers

Acxiom has data on
it manages
Oracle has data on

provides access to

700 million
1 billion
3.7 billion
1 billion
1.9 billion
5 billion

people

cookies and mobile devices
consumer profiles for clients
mobile users

website visitors

“unique” consumer IDs




NEXTMARK | HTTP://WWW.NETXMARK.COM/
DMDATABASES | HTTP://WWW.DMDATABASES.COM/
USDATE | HTTP://USDATE.ORG

http://www.fdvt.org/



PREDICTIVE ANALYTICS

“encompasses a variety of statistical techniques from predictive modeling,
machine learning, and data mining that analyze current and historical facts to
make predictions about future or otherwise unknown events. In business,
predictive models exploit patterns found in historical and transactional data to
identify risks and opportunities. Models capture relationships among many
factors to allow assessment of risk or potential associated with a particular set of
conditions, guiding decision making for candidate transactions.”



The analysis of personal traits based on digital records, often applies
the “BIG FIVE” model, one of the leading models of personality psychology.

According to the “Big Five" model, every person can be rated along five dimensions:'*

Personality Dimension People who are rated as high in this dimension could be

Extraversion Active, assertive, energetic, enthusiastic, outgoing, talkative
Agreeableness | Appreciative, forgiving, generous, kind, sympathetic, trusting
Conscientiousness Efficient, organized, planful, reliable, responsible, thorough
Neuroticism | Anxious, self-pitying, tense, touchy, unstable, worrying
Openness Artistic, curious, imaginative, insightful, original, wide interests

Table 1: The five dimensions of the "Big Five" personality model. Source: McCrae and Joh 1992,



The analysis of personal traits based on digital records, often applies
the “BlG FIVE” model, one of the leading models of personality psychology.

According to the "Big Five" model, every person can be rated along five dimensions:'*

Personality Dimension People who are rated as high in this dimension could be

Extraversion Active, assertive, energetic, enthusiastic, outgoing, talkative
Agreeableness | Appreciative, forgiving, generous, kind, sympathetic, trusting
Conscientiousness Efficient, organized, planful, reliable, responsible, thorough
Neuroticism | Anxious, self-pitying, tense, touchy, unstable, worrying
Openness Artistic, curious, imaginative, insightful, original, wide interests

Table 1: The five dimensions of the "Big Five" personality model. Source: McCrae and Joh 1992.



PHONE METADADA

“A Swiss study in collaboration with Nokia Research showed that “Big Five” personality traits can be predicted based on
smartphone metadata with an accuracy of up to 75,9%".

Smartphone usage Emotional Extra- Open- Consclentlous-
Stability version ness | ness

Apps most | Office -0.23 -0.26 -0.18
frequently | cajender -0.16 .0.18 -0.18
W Internet .0.26 -0.15

Camera -0.15

Video/Music -0.18
Calls received 0.15 0.13 0.20
@ duration of incoming calls 0.18 0.12
Missed calls -0.12
Unique contacts called 0.17
Unique contacts SMS sent to . -0.13 -0.13
@ word length (sent) 014  -015 | ' '

Table 3: Pairwise correlations between features and traits having p<0.01, ranked by absolute value of r
Source: Chittaranjan et al 2011



RECLAMATE

“Reclamate is a mobile application and dashboard that uses gamification and advanced analytics to
integrate the most effective anti-recidivism programs on the market today. A safer, cheaper
alternative to traditional prisons and wants to give offenders access to a variety of services while
monitoring their actions and encouraging pro-social behaviors”.

T FAL
£~
TRENDING

RECLAMATE

http://www.reclamate.org/



GOOGLE & GENOMICS

23andme + Pfizer made the largest study on genetic markers associated with depression taking DNA data from more
than 450,000 23andMe customers.

https://www.23andme.com/

ALPHABET & PHARMACEUTICAL INDUSTRY

“ALPHABET + GlaxoSmithKline. Founded a $715m company to focus on the new field of bioelectronics, which
involves developing miniature electrical implants capable of treating a number of chronic diseases”.

FITBIT & CORPORATE WELLNESS PROGRAMS

Activity trackers are sold to companies at quantity discounts to “increase employee productivity”, “get employees more
active, and potentially reduce healthcare costs”. Fitbit claims that serves 50 of the 500 most powerful corporations in
the globe, including British Petroleum, Barclays, Bank of America and Time Warner.

https://www.fitbit.com/es



ONLINE LEAD GENERATION

A business based on “selling pieces of evidence that a consumer is interested in a product or service”.
“Lead generators encourage consumers to provide information about themselves and often sell
consumers’ data to businesses that offer risky financial products and other controversial services’.
They collect “sensitive financial information from vulnerable and often desperate consumers” to offer
them, for example, payday loans.

PRICING & SEARCH DISCRIMINATION

“Pricing discrimination is defined as the practice of pricing the same product differently to different
buyers in real time, depending on an assumed maximum price, which a particular customer possibly
would pay.”

Search discrimination: different users see different products, when browsing an online shop or
certain product categories. For example, some users may see more expensive hotels than others on the
top of the list.



ACCES TO CREDIT

Credit Scoring models are based on “thousands of raw data elements including third-party data and
data collected from borrowers”. In order to have access to loans your most private details will need to be
exposed to Big Data algorithms and big corporations.

INSURANCE POLICIES

Increasing tendency of providing wearables to customers can lead to:
_People who don'’t want to participate could be penalized.

_Activity data or health scores can be sold or disclosed to third parties.
_People who can’t achieve goals might have to pay higher policies.

FUTURE DYSTOPIAS

_Acces to education
_Acces to food and energy resources



IMPACT TOP 10
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Cobalt lithium-ion batteries, synthetic fuels.

Gallium thin layer photovoltaics, IC, WLED.

Indium displays, thin layer photovoltaics.

Tantalum microcapacitors, medical technology.
Antimony ATO, mircrocapacitors.

Platinum fuel cells, catalysts.

Palladium catalysts, seawater desalination.

Niobium microcapacitors, ferroalloys.

Neodymium permanent magnets, laser technology.
Germanium fiber-optic cable, IR optical technologies.
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Site of one of Afghanistan’s
massive, and high purity,

Lithium deposits?

https://www.usgs.gov/



SALAR DE UYUNI, BOLIVIA

50% to 70% of the world's lithium
reserves, which is in the process of
being extracted




BAYAN OBO, CHINA

December 21st 2010

Bayan Obo rare earth mines contain
70% of the world's reserves

http://www.unknownfieldsdivision.com/



CONGO

More than 60% of the world's supply of
cobalt is mined in the “copper belt” of
the south-eastern provinces of DRC.

https://www.theguardian.com/global-development/2018/oct/12/phone-misery-children-congo-cobalt-mines-drc



http://www.unknownfieldsdivision.com/

BAYAN OBO, CHINA

9,600 to 12,000 cubic meters (340,000 to
420,000 cubic feet) of waste gas—containing
dust concentrate, hydrofluoric acid, sulfur
dioxide, and sulfuric acid—are released with
every ton of rare metals

that are mined. Approximately 75 cubic
meters (2,600 cubic feet) of acidic
wastewater, plus about a ton of radioactive
waste residue are also produced.



BAOTOU, MONGOLIA

The world’s largest rare earth min-
eral refinery pumps toxic and radio-
active tailings into an adjacent artifi-
cial lake.

http://www.unknownfieldsdivision.com/



UNKNOWN FIELDS

Amount of toxic waste derived from
the production of 1 smartphone, 1
laptop and 1 car battery.

http://www.unknownfieldsdivision.com/



TMB =7,072gr CO2
3/4G 1TMB = 35,36qgr CO?2

http://evanmills.lbl.gov/commentary/docs/carbonemissions.pdf
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GOOGLE.COM EMITTED 267750.35 KG OF CO2 SINCE YOU OPENED THIS

PAGE

http://www.janavirgin.com/C02

1\(-\-& W janavirgin.com/ COZ /DEFOODOO OCOODOODOOOREST. i "i-."iksea ch 2= - A B ér“ D o= od s =

$¢+~$lnﬂnaﬂﬂw$ﬂ+w4+!w$w#f.$~*+$r 846718812 ss srR0S
*‘#‘?Tfng ~BrE R _rey ;'; o0, s .?T**qfﬁﬁﬁiﬁpqﬁ#*
arTT8Ba, T**?‘*ﬁm»** BB ro862sR06_2.10R38R4106 786078
Rabiat e Ry L S et heandst Ll I PCE S YL FUPY L et
=82 . RaRR-8+8+RR084R8- 2801807728180 7120804 7R0448R 2
N R ARt Ll TP T L YR LT PON VY L PPN B ikl SRR AL & EE
BB R2- 646 TR+ B ROTRR2 2 BTIRRUI T+ 068 REG2s770-
#**f“s****n”****’*m"**’***4*‘4**47’?*fm’?m*T?’*
P SRS EL PR L g e LS PRErar Bt el S P PSS b a- SRR LS a
RPN SUEEY TR T L SRS ERY SR 7R PR L L PR YL T R
**4*4?**’?*7*f”’T’*n*****“%4?’?4’4*’4*.’4?**4?4’
AaRe BB T 1668, 44 408614286 RR6BB 1 L4 -BBB s, 24488 687
Bi6S 48 ~SBR-B1B1-662084 0481306, 336 0, 50

http://lwww.janavirgin.com/CO2/DEFOO0000000000000000000REST.html



S — — T —

PR
i —
-
e

-

Ty

1 milion views of the “Avatar” trailer on Youtube // 49.942 kWh // 65.202 lignite briquettes with // 54 tons of CO2
[ AVATAR, MICHAEL SAUP | http://www.z-n-e.info/?root=26sub=08&id=260&pic=1&lang=en ]



3G/4G = 2GB/ Month
5G = 30GB/ Month



The number of devices connected to IP networks will be
more than three times the global population by 2020.

It would take more than 5 million years to watch the amount
of video that will cross global IP networks each month in
2020. Every second, a million minutes of video content will

cross the network by 2020.



3 YouTube Search

o) 0:00/10:06

Cats are so funny you will die laughing - Funny cat compilation

62,843 424 views ilp 215k @l 25k

https://lwww.fastcompany.com/90360528/the-code-that-powers-our-lives-has-a-hidden-environmental-toll?partner=
rss&utm_source=rss&utm_medium=feed&utm_campaign=rss+fastcompany&utm_content=rss?cid=search

sHARE

=t

Watching videos of cats in youtube
equals 1g of CO2 for every 10 minutes
of viewing

Youtube’ anual energy consumption
it's equivalent to that of a small city
like Frankfurt or Glasgow, Scotland,
over the course of a year.



FACEBOOK RESEARCH
SHARE LAB - WWW.LABS.RS
2016

FACEBOOK ALGORITHMIC FACTORY

DATA COLLECTION STORAGE ALGORITHMIC PROCESSING TARGETING

ARGETING BASED ON ACTION DATA

ACTIONS AND BEHAVIOR ACTION & CONTENT STORE
BASIC AND TARGETING BASED ON CONNECTIONS

Action Store

Acton Logger

Actons and Behaviour
Device information
Social Graph

ACTIONS AND BEHAVIOLR

Basic targeting

Content Store

NTERESTS FROM THE CONTENT

SOCIAL GRAPH

TARGETING BASED ON EVENTS

Connections

ACCOUNT & PROFILE INFORMATION

TARGETING BASED ON DEMOGRAPHICS

Actvtes & Behavior
Device Information
Social Graph

t- Profie information

PROFILE STORE

Prote Stre
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Demographics

DATA COLLECTION : ONLINE TRACKERS - ; INFERRING USERS HOUSEHOLD NCOME

COMPARIG FINANCIAL TRANSACTIONS OF USERS

Transacton Anlysis Engine

DATA COLLECTION : DEVICE INFORMATION
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An individual hyperscale data center would typically have a footprint of more than 10,000m2. The latest Amazon facility in Dublin to be approved for
construction will grow to eight buildings totaling 165,000m2, the combined equivalent of about 24 soccer pitches.

Facebook's Clonee data center - https://strelkamag.com/en/article/the-sacred-fire-of-a-data-center



The IT sector is responsible for about
2% of global carbon emissions. It
estimates to drain one-fifth of the
world’s energy in the next 10 years.

https://natick.research.microsoft.com/
https://www.researchgate.net/publication/320225452_Total_Consumer_Power_Consumption_Forecast
https://gizmodo.com/amazon-is-aggressively-pursuing-big-oil-as-it-stalls-ou-1833875828
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Amazon controls around 35-40% of the

Dil't'y Data OI Clleng Clean_ entire cloud computing market
Who 1s Closing the Dirty Energy Gap in Virginia?
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https://www.greenpeace.org/usa/wp-content/uploads/2019/02/Greenpeace-Click-Clean-Virginia-2019.pdf



@ UN Climate Change @ ( S ) ”

@UNFCCC

Congrats @amazon CEO @JeffBezos to your
company's new #wind farm invent.ge
/2yUjmR6 #ClimateAction #COP23

12:13 AM - 20 Cct 2017
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https://twitter.com/UNFCCC/status/921273148003225600/photo/1



JEVONS PARADOX

“In economics, the Jevons paradox occurs when technological
progress or government policy increases the efficiency with which
a resource Is used (reducing the amount necessary for any one

use), but the rate of consumption of that resource rises due to
Increasing demand.”

https://en.wikipedia.org/wiki/Jevons_paradox



https://twitter.com/Ed_Crooks/status/1104946744503222277/photo/1
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| Follow | L
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A sign of the times. Amazon advertising its
services for the oil and gas industry at
Houston International airport

8:26 PM - 10 Mar 2019
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of the future

SOLUTIONS FOR THE MODERN OIL & GAS COMPANY

lfield

Oil and gas companies of all sizes are partnering with AWS to run business and
technical workflows in upstream, midstream, and downstream. Old workflows are
running faster, manual tasks are automated, and werk is done collaboratively, allowing
companies to reduce costs, find more oil faster, and make better decisions.

But AWS is also helping oil and gas companies completely transform the industry.
Imagine a future with drone-enabled corrosion detection, eliminating appraisal wells
through the use of Machine Learning, AR/VR to enable remote training for production
operators, computer vision to improve safety outcomes, and frictionless purchasing at
every convenience store and pump.

$gM

20%+ reduction in Improved reservoir potential * $52M+ in annual economic value

20°/o 2)(

workover frequency * with predictive maintenance.*

https://gizmodo.com/amazon-is-aggressively-pursuing-big-oil-as-it-stalls-ou-1833875828
https://aws.amazon.com/oil-and-gas/

FIND OIL FASTER

Use machine learning and big data to extract deeper
insights. Automate manual tasks and improve the speed
and accuracy of decision making.

RECOVER MORE OIL
From the oilfield to the gas station, AWS makes it easy to
connect more sensors 50 you have more control over data

and equipment to prevent downtime and improve efficiencies.

REDUCE THE COST PER BARREL

The AWS global footprint, with its efficiencies from
automation and economies of scale, passes on savings
to you, while reducing management overhead.

REDUCE RISK AND ENSURE COMPLIANCE

AWS supports a broad and complete set of security and
compliance programs including NIST and 150, which
help protect business-critical data, and meet compliance
and data residency requirements,

“Amazon Web Services is providing
services to every stripe of fossil fuel
company: Mitsui Coal Holdings, a
Japanese coal investment company, is
a customer. So is Gulfmark Offshore,
which manages a fleet of 70 oil rig
support vessels, and SEAOIl, the
Philippines’ largest independent oil
company. Also Pacific Inter-Link
Group, a palm oil company responsible
for some of the world’s most severe
deforestation in Southeast Asia”
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include major fossil fuel

| companies such as
Customer Stories Search EXXO" MObile,

| Chevron, BP, Total, Eni
and Shell.

=- Microsoft Microsoft 365  Azure  Office 365  Dynamics 365 SQL  Windows 10 All Microsoft ~  Search O Cart '@ Signin irQ._:f:

. Fueling the oIl and gas industry
o with loT

May 23, 2019 B Print

Rockwell Automation created a solution to monitor expensive capital assets and use that data to
improve efficiency, drive better performance and enable innovation. Based on Microsoft Azure

Internet of Things services, the solution collects, integrates, and organizes sensor data from remote

Roc kwell equipment across global supply chains to support real-time insight, predictive analytics, and
Automation T

https://customers.microsoft.com/en-us/story/fueling-the-oil-and-gas-industry-with-iot-1



a Google Cloud Why Google  Solutions  Products  Pricing  Getting started

Energy

Get more competitive and ensure compliance in rapidly
changing upstream, downstream, and utility markets with
our powerful technology, including secured multi-cloud

and hybrid solutions that drive technology to the edge.

Infrastructure modernization

Power your exploration and
production with high
performance computing

https://cloud.google.com/solutions/energy/
https://lwww.youtube.com/watch?v=4gQ2NqNazgs

Contact sales

Q Docs Support

As their computing demands grow, oil and gas companies like
Schlumberger rely on Google Cloud to scale workloads, such as
seismic interpretation, regression analysis and classification, and fast
basin modeling and simulation. With Google Cloud Platform, these
workloads scale up in minutes, including clusters with several hundred
(or thousand) cores and are billed based on the compute seconds

used.

In scaling its halimark electricity and gas payment solution, Podo
replatformed on Google Cloud's scalable, reliable infrastructure,
withstanding high traffic spikes for a fraction of the cost compared to
physical machines. By deploying virtual instances with Compute
Engine, Podo has the flexibility to meet changing demands by adding

and subtractina virtual machines at will — while usina Stackdriver for

Language *

Signin

Get started for free

Google open an Energy
divison in 2018 and is
actively working with
Chevron.



"% Breakthrough
*St’+ Energy

Reliable, Affordable
Energy for the World

Investing in a Carbonless Future

http://www.b-t.energy/
https://qz.com/859860/bill-gates-is-leading-a-new-1-billion-fund-focused-on-combatting-climate-change-through-innovation/




CLIMATE

MYTHCONCEPTIONS PARTNERS TAKE it PLEDGE

In many ways, our natural environment 1s getting better.

Our water 1s cleaner - both nationally and worldwide. Our air is cleaner.
The ozone hole is closing. The number of trees 1n the United States and
across the earth is growing. Our CO; emissions have decreased by about 14%

below 2005 levels, and in the United States, nitrous oxide and methane
emissions are down to where they were 30 years ago.

That’'s all very good news! But many people are still concerned about the
pressures humans place on our environment, and the Peoples Climate Movement
arose out of these concerns. On Sept. 20 to 27, 1t 1s asking people around
the planet to walk out of school and the workplace to demand change.

But this sort of escalation and deliberately disruptive action will likely
be counterproductive. While direct action may help strikers to feel better
by giving them a venue to express their frustrations and fears, it will
also drive a lot of people away from their concerns. Additionally, 1t
places the hope for solutions in politicians instead of directly
confronting the problem ourselves.

https://myclimatepledge.com/
https://cei.org/



Top 100 producers and their camulative greenhouse gas

emissions from 1988-2015

Count Company Hﬂwnﬁ %ﬂﬁ%
1 China (Coal) 14.32%
2  Saudi Arabian Oil Company (Aramco) 4.50%
3 Gazprom OAQ 3.91%
4 National Iranian Oil Co 2.28%
5 ExxonMobil Corp 1.98%
6 Coal India 1.87%
7  Petroleos Mexicanos (Pemex) 1.87%
8  Russia (Coal) 1.86%
9  Royal Dutch Shell PLC 1.67%
10 China National Petroleum Corp (CNPC) 1.56%
i1 BPFLC 1.53%
12 Chevron Corp 1.31%
13 Petroleos de Venezuela SA (PDVSA) 1.23%
14  Abu Dhabi National 0il Co 1.20%
15 Foland Coal 1.16%
16  Peabody Energy Corp 1.15%
17 Sonatrach 5PA 1.00%
18 Kuwait Petroleum Corp 1.00%
19 Total SA 0.95%
20 BHP Billiton Ltd 0.91%

https://lwww.theguardian.com/sustainable-business/2017/jul/10/100-fossil-fuel-companies-investors-responsible-71-global-emissions-cdp-study-climate-change






