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[ Bill Gates ]
“Power in the digital age is about making things easy”



COGNITIVE CAPITALISM
Wealth is no longer produced exclusively by material goods but through 
intangible actions such as human communication, experience and 
cognition. Thus, most of our life transactions are being quantified and 
commodified.  



“The efforts undertaken by governments, media or other private groups to 
influence popular opinion and attitudes. What this means is that social 
engineering is a powerful apparatus for enforcing ideology, guaranteeing 
the elite’s dominance over the functioning of the whole economical system. 
Simply put, social engineering is an instrument at the service of economical 
reproduction.”

SOCIAL ENGINEERING



“If we understand the mechanisms and motive 
of the group mind, it is now possible to control 
and regiment the masses according to our will 
without them knowing it.”
[ Edward Bernays ]



https://www.youtube.com/watch?v=eJ3RzGoQC4s



https://en.wikipedia.org/wiki/Psychological_warfare

A strategy used in military and government intelligence networks aimed at 
influencing the emotions, motives, objective reasoning, and ultimately the 
behavior of governments, organizations, groups, and individuals.

PSYOPS



“Marketing: An Overlooked Aspect of Information Operations”
Captain Stoney Trent, U.S. Army, and Captain James L. Doty III, U.S. Army



“PsyOp use the principles of 
marketing. The concepts for 
building PsyOp themes are 
the same as commercial 
advertising. PsyOp 
personnel use themes the 
same way marketers use 
advertising.”

http://www.newworldwar.org/psyop.htm
https://publicintelligence.net/restricted-u-s-army-psyops-manual/
https://www.goarmy.com/careers-and-jobs/browse-career-and-job-categories/intelligence-and-combat-support/psychological-operations-specialist.html/









https://www.vox.com/a/internet-maps



http://www.submarinecablemap.com //



ISP Orange; O2; VodafoneNSP UUNET; NTT;  PRINT; LEVEL3; AT&T



https://sourceforge.net/projects/openvisualtrace/
http://citizen-ex.com/citizenship



http://crackedlabs.org/en/corporate-surveillance/#7



GENERATE DATA // PHONE, BROWSER, WEARABLES... 
COLLECT DATA // ONLINE TRACKING
SORT DATA // DATA MINING
RATE & CATEGORIZE DATA (SOCIAL SORTING) // BIG FIVE 
PREDICT FUTURE BEHAVIOUR // PREDICTIVE ANALYTICS  
SOCIAL ENGINEERING // ALGORITHMIC GOVERNANCE 

PATTERN DATASET // AI TRAINING



ONLINE TRACKING
The process of collecting data, anonymously, of the identity, 
preferences, interests, and so on... of a user. This mechanism is widely 
used by companies called ”Data Brokers”. This information is being 
obtained through cookies and other technologies.



LATE 19TH CENTURY // STATISTICAL INDIVIDUALS
Life Insurance companies started to predict people’s lives and relative risk of death, 
to quantify, sort and to rate them.

1981 // LOYALTY PROGRAMS
American Airlines introduced AAdvantage program in 1981. Companies not just 
had “customer’s names and addresses”, but also “began to collect detailed personal 
and purchasing information”.  

1994 // COOKIES
Surfing the net went from being a relatively anonymous activity, to become a place
where “records of one's transactions, movements and even desires could be stored, 
sorted, mined and sold”.  



 

Companies that anonymously collect public and private information about 
the user. This information may include IP addresses, credit card numbres, 
google searches, shopping history, browsing habits and so on. These 
companies use this data to create individual profiles of a user and sell them 
to other companies.

DATA BROKERS



BROWSER & WEBSITES // FINGERPRINT, COOKIES, usage patterns 
WEB SEARCHES // SEARCH QUERIES  
SMARTPHONE // APP USAGE, CALL & SMS LOGS, BLUETOOTH, WIFI, GPS 
MOUSE // USAGE PATTERNS
KEYBOARD // TYPING RYTHM PATTERNS
WEARABLES // habits
INTERNET OF THINGS // HABITS
PUBLIC INSTITUTIONS // PUBLIC RECORDS

https://www.hotjar.com/
https://cignifi.com/

https://www.silverpush.co/
https://personality-insights-demo.ng.bluemix.net/
https://www.crystalknows.com/

http://www.beyondverbal.com/

https://www.affectiva.com/



 
ACXIOM | http://www.acxiom.com/
ansira | http://www.ansira.com/
wunderman | http://wunderman.com
EPSILON | http://www.epsilon.com/
EXPERIAN | https://www.experian.com/
MERKLE | http://www.merkleinc.com
rapp | http://www.rapp.com
PRECISION DIALOGUE | http://www.PRECISIONDIALOGUE.com
HARTE HANKS | http://www.HARTEHANKS.com
yes lifecycle marketing | http://www.yeslifecyclemarketing.com

https://addons.mozilla.org/ca/firefox/addon/lightbeam/

ACXIOM // 700 milions users 1270 groups (segments): 

SHOOTING STAR 36 to 45 years, wake up early and make footing, no children but married, they travel and like Seinfield
WASTE little or none economic value 



 

http://crackedlabs.org/en/corporate-surveillance/#7



 



 



https://www.upguard.com/breaches/the-rnc-files
http://bit.ly/2rQffgJ





 

http://crackedlabs.org/en/corporate-surveillance/#7
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NEXTMARK | http://www.NETXMARK.com/
DMDATABASES | http://www.dMDATABASES.com/
USDATE | http://USDATE.ORG

http://www.fdvt.org/



“encompasses a variety of statistical techniques from predictive modeling, 
machine learning, and data mining that analyze current and historical facts to 
make predictions about future or otherwise unknown events. In business, 
predictive models exploit patterns found in historical and transactional data to 
identify risks and opportunities. Models capture relationships among many 
factors to allow assessment of risk or potential associated with a particular set of 
conditions, guiding decision making for candidate transactions.”

PREDICTIVE ANALYTICS



The analysis of personal traits based on digital records, often applies
the “BIG FIVE” model, one of the leading models of personality psychology.



The analysis of personal traits based on digital records, often applies
the “BIG FIVE” model, one of the leading models of personality psychology.



PHONE METADADA 
“A Swiss study in collaboration with Nokia Research showed that “Big Five” personality traits can be predicted based on
smartphone metadata with an accuracy of up to 75,9%”.



http://www.reclamate.org/

RECLAMATE 
“Reclamate is a mobile application and dashboard that uses gamification and advanced analytics to 
integrate the most effective anti-recidivism programs on the market today. A safer, cheaper 
alternative to traditional prisons and wants to give offenders access to a variety of services while 
monitoring their actions and encouraging pro-social behaviors”.



ALPHABET & PHARMACEUTICAL INDUSTRY
“ALPHABET + GlaxoSmithKline. Founded a $715m company to focus on the new field of bioelectronics, which 
involves developing miniature electrical implants capable of treating a number of chronic diseases”.

https://www.23andme.com/

GOOGLE & GENOMICS
23andme + Pfizer made the largest study on genetic markers associated with depression taking DNA data from more 
than 450,000 23andMe customers.

https://www.fitbit.com/es

FITBIT & CORPORATE WELLNESS PROGRAMS
Activity trackers are sold to companies at quantity discounts to “increase employee productivity”, “get employees more 
active, and potentially reduce healthcare costs”. Fitbit claims that serves 50 of the 500 most powerful corporations in 
the globe, including British Petroleum, Barclays, Bank of America and Time Warner.  



ONLINE LEAD GENERATION 

PRICING & SEARCH DISCRIMINATION
“Pricing discrimination is defined as the practice of pricing the same product differently to different 
buyers in real time, depending on an assumed maximum price, which a particular customer possibly 
would pay.” 

Search discrimination: different users see different products, when browsing an online shop or 
certain product categories. For example, some users may see more expensive hotels than others on the 
top of the list. 

A business based on “selling pieces of evidence that a consumer is interested in a product or service”. 
“Lead generators encourage consumers to provide information about themselves and often sell 
consumers’ data to businesses that offer risky financial products and other controversial services”. 
They collect “sensitive financial information from vulnerable and often desperate consumers” to offer 
them, for example, payday loans.



ACCES TO CREDIT 

INSURANCE POLICIES 

FUTURE DYSTOPIAS

Credit Scoring models are based on “thousands of raw data elements including third-party data and 
data collected from borrowers”. In order to have access to loans your most private details will need to be 
exposed to Big Data algorithms and big corporations. 

Increasing tendency of providing wearables to customers can lead to:
_People who don’t want to participate could be penalized.
_Activity data or health scores can be sold or disclosed to third parties.
_People who can’t achieve goals might have to pay higher policies.

_Acces to education
_Acces to food and energy resources



https://thinkbigactnow.org/en/



Cobalt lithium-ion batteries, synthetic fuels.
Gallium thin layer photovoltaics, IC, WLED.
Indium displays, thin layer photovoltaics.
Tantalum microcapacitors, medical technology.
Antimony ATO, mircrocapacitors.
Platinum fuel cells, catalysts.
Palladium catalysts, seawater desalination.
Niobium microcapacitors, ferroalloys.
Neodymium permanent magnets, laser technology.
Germanium fiber-optic cable, IR optical technologies. 



https://www.usgs.gov/



SALAR DE UYUNI, BOLIVIA
50% to 70% of the world's lithium 
reserves, which is in the process of 
being extracted



http://www.unknownfieldsdivision.com/

BAYAN OBO, CHINA 
December 21st 2010
Bayan Obo rare earth mines contain 
70% of the world's reserves



https://www.theguardian.com/global-development/2018/oct/12/phone-misery-children-congo-cobalt-mines-drc

CONGO 
More than 60% of the world's supply of 
cobalt is mined in the “copper belt” of 
the south-eastern provinces of DRC.



http://www.unknownfieldsdivision.com/

BAYAN OBO, CHINA
9,600 to 12,000 cubic meters (340,000 to 
420,000 cubic feet) of waste gas—containing 
dust concentrate, hydrofluoric acid, sulfur 
dioxide, and sulfuric acid—are released with 
every ton of rare metals 
that are mined. Approximately 75 cubic 
meters (2,600 cubic feet) of acidic 
wastewater, plus about a ton of radioactive 
waste residue are also produced.



http://www.unknownfieldsdivision.com/

BAOTOU, MONGOLIA
The world’s largest rare earth min-
eral refinery pumps toxic and radio-
active tailings into an adjacent artifi-
cial lake. 



http://www.unknownfieldsdivision.com/

UNKNOWN FIELDS
Amount of toxic waste derived from 
the production of 1 smartphone, 1 
laptop and 1 car battery.

 



http://evanmills.lbl.gov/commentary/docs/carbonemissions.pdf

1MB = 7,072gr CO2
3/4G 1MB = 35,36gr CO2



http://www.janavirgin.com/CO2 http://www.janavirgin.com/CO2/DEFOOOOOOOOOOOOOOOOOOOOOREST.html



[ AVATAR, MICHAEL SAUP |  http://www.z-n-e.info/?root=2&sub=0&id=260&pic=1&lang=en ]
1 milion views of the “Avatar” trailer on Youtube // 49.942 kWh // 65.202 lignite briquettes with  // 54 tons of CO2



3G/4G = 2GB/ Month
5G = 30GB/ Month



The number of devices connected to IP networks will be 
more than three times the global population by 2020. 

It would take more than 5 million years to watch the amount 
of video that will cross global IP networks each month in 
2020. Every second, a million minutes of video content will 
cross the network by 2020.



https://www.fastcompany.com/90360528/the-code-that-powers-our-lives-has-a-hidden-environmental-toll?partner=
rss&utm_source=rss&utm_medium=feed&utm_campaign=rss+fastcompany&utm_content=rss?cid=search

Watching videos of cats in youtube 
equals 1g of CO2 for every 10 minutes 
of viewing

Youtube’ anual energy consumption 
it’s equivalent to that of a small city 
like Frankfurt or Glasgow, Scotland, 
over the course of a year.



https://labs.rs/en/facebook-algorithmic-factory-immaterial-labour-and-data-harvesting/



http://janavirgin.com/AMZ/





An individual hyperscale data center would typically have a footprint of more than 10,000m2. The latest Amazon facility in Dublin to be approved for 
construction will grow to eight buildings totaling 165,000m2, the combined equivalent of about 24 soccer pitches. 

Facebook's Clonee data center - https://strelkamag.com/en/article/the-sacred-fire-of-a-data-center



https://natick.research.microsoft.com/
https://www.researchgate.net/publication/320225452_Total_Consumer_Power_Consumption_Forecast
https://gizmodo.com/amazon-is-aggressively-pursuing-big-oil-as-it-stalls-ou-1833875828

The IT sector is responsible for about 
2% of global carbon emissions. It 
estimates to drain one-fifth of the 
world’s energy in the next 10 years. 



https://natick.research.microsoft.com/



http://www.clickclean.org/uk/en/

Amazon controls around 35-40% of the 
entire cloud computing market



https://www.greenpeace.org/usa/wp-content/uploads/2019/02/Greenpeace-Click-Clean-Virginia-2019.pdf

Amazon controls around 35-40% of the 
entire cloud computing market



https://twitter.com/UNFCCC/status/921273148003225600/photo/1



https://en.wikipedia.org/wiki/Jevons_paradox

“In economics, the Jevons paradox occurs when technological 
progress or government policy increases the efficiency with which 
a resource is used (reducing the amount necessary for any one 
use), but the rate of consumption of that resource rises due to 
increasing demand.”

JEVONS PARADOX



https://twitter.com/Ed_Crooks/status/1104946744503222277/photo/1



“Amazon Web Services is providing 
services to every stripe of fossil fuel 
company: Mitsui Coal Holdings, a 
Japanese coal investment company, is 
a customer. So is Gulfmark Offshore, 
which manages a fleet of 70 oil rig 
support vessels, and SEAOil, the 
Philippines’ largest independent oil 
company. Also Pacific Inter-Link 
Group, a palm oil company responsible 
for some of the world’s most severe 
deforestation in Southeast Asia”

https://aws.amazon.com/oil-and-gas/
https://gizmodo.com/amazon-is-aggressively-pursuing-big-oil-as-it-stalls-ou-1833875828



https://customers.microsoft.com/en-us/story/fueling-the-oil-and-gas-industry-with-iot-1

Microsoft clients 
include major fossil fuel 
companies such as 
Exxon Mobile, 
Chevron, BP, Total, Eni 
and Shell.



https://cloud.google.com/solutions/energy/
https://www.youtube.com/watch?v=4gQ2NqNazgs

Google open an Energy 
divison in 2018 and is 
actively working with 
Chevron.



http://www.b-t.energy/
https://qz.com/859860/bill-gates-is-leading-a-new-1-billion-fund-focused-on-combatting-climate-change-through-innovation/



https://myclimatepledge.com/
https://cei.org/



https://www.theguardian.com/sustainable-business/2017/jul/10/100-fossil-fuel-companies-investors-responsible-71-global-emissions-cdp-study-climate-change




